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Main goal

To provide a new proof technique for proving that a constructed
SNARK is knowledge sound with a tight error bound.
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Interactive Argument

Statement x, witness w
z holds iff Jw : (z,w) € R
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Statement x, witness w
z holds iff Jw : (z,w) € R
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Non-Interactive Argument

Statement x, witness w
z holds iff Jw : (z,w) € R

s

A 4

Accept or reject
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Succinct Non-Interactive Argument of Knowledge (SNARK)

Statement x, withess w
z holds iff Jw : (z,w) € R

s

A 4

Accept or reject

® Succinct — 7 is small compared to w; verification is fast.
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Statement x, withess w
z holds iff Jw : (z,w) € R

s

A 4

Accept or reject

® Succinct — 7 is small compared to w; verification is fast.
® One recipe for constructing SNARKSs:

SNARK = PIOP 4+ PCS + Fiat Shamir transformation.
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Polynomial Interactive Oracle Proof (PIOP)

Challenge Statement x, witness w
phase
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Polynomial Interactive Oracle Proof (PIOP)

Challenge Statement x, witness w
phase
[ ]

fo(X) € mmﬂ»&
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Polynomial Interactive Oracle Proof (PIOP)

Challenge Statement z, witness w
phase
[ ]

fo(X) € FSn[X]ﬂ’&

$
o1 < D,

F(X) € Fap[x]_ 1) | &

$
02 < Dy

£u(X) € Fan X]—»&
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Polynomial Interactive Oracle Proof (PIOP)

Challenge Statement z, witness w Query phase
phase %
[ ] 21 € Fa %

) € g1 & o SiC{0,...n)
$
01 < D,
[ ]

£100 e Fo,pg X)L A
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Polynomial Interactive Oracle Proof (PIOP)

Challenge Statement x, wi
phase
@

fo(X) € an[x]ﬂ,&

tness w %

$
01 Dy

£100 e Fo,pg X)L A

Query phase

z1 €F,
° Sl g {05 c ',l&
AN i),

Kiilaots, Lipmaa, Parisella, Siim(UT)

Special soundness of PIOPs

April 27, 2026 19 / 63



Preliminaries
0000000000000 000e000000
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Requirements for the Oracle

AA

We require from the oracle © > to
® accept polynomials with degree < n in the challenge phase;

@ input a field element and a set of indices, and return the
evaluations of the polynomials specified by the indices in the
query phase.
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Polynomial Commitment Scheme (PCS)

Commitment

commitment commitment
key ck
@ commitment C key Ck
W[ [ﬁﬁ

E IEq<n

iﬁ*
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Polynomial Commitment Scheme (PCS)

Opening

ck @DI] i evaluation point 2z

feF,[X] result f, proof 7

R,
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Polynomial Commitment Scheme (PCS)

Verification

(Ck, C, z, fv 7T)
[ﬂﬁl input, output,

Accept
or reject
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Polynomial Commitment Scheme (PCS)

Verification

(Ck, C, z, f? 7T)
@l input, output,

Accept
or reject

Note that there exist such commitment schemes. For example, see
[KZG10].
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Soundness Notions for Interactive Arguments

¢ Knowledge soundness — There exists an extractor such that
if a prover P can convince the verifier V' with high enough
probability that the statement holds, then with high probability
the extractor can extract a witness w.

PR
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Soundness Notions for Interactive Arguments

¢ Knowledge soundness — There exists an extractor such that
if a prover P can convince the verifier V' with high enough
probability that the statement holds, then with high probability

the extractor can extract a witness w.
e Special soundness — There exists an extractor such that,
given a tree of accepting transcripts, it can output a witness w.

Tree of accepting transcripts Extractor

-> '-/;A -> witness w

April 27, 2026
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Main Theorem

Degree Binding and
Evaluation Binding
Polynomial Commitment
Scheme

Special Sound
Polynomial Interactive | +
Oracle Proof

4
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Special Soundness for Polynomial Interactive Oracle Proof

Tree of accepting transcripts Extractor

-> l-i -> Witness w
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Special Sound Polynomial Interactive Oracle Proof

Tree of accepting transcripts Extractor
&m >y > e
Transcrlpt

transcriptpiop = (f17 01, Fuy 0us fur1, (20, fs),ozl)
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Special Soundness for Interactive Argument

Tree of accepting transcripts Extractor
Gisde > By
Transcrlpt

transcriptjy = (Cl, 01, Cuy 04, Cuy1, (i, fs;, 7r5,.),Q:1)
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Special Sound Interactive Argument

Special Sound PCS with Special Sound
PIOP some props. IA

Kiilaots, Lipmaa, Parisella, Siim(UT) Special soundness of PIOPs April 27, 2026



Main Theorem
0O0000e000000000000000000000

Special Sound Interactive Argument

Special Sound n PCS with N Special Sound

PIOP some props. IA

We need to construct Interactive Argument Extractor EM. Note that
we have access to the PIOP Extractor LZ4.

Kiilaots, Lipmaa, Parisella, Siim(UT) Special soundness of PIOPs April 27, 2026 36 / 63



Main Theorem
000000800000 000000000000000

Main Theorem Proof Sketch

Tree of accepting transcripts Extractor

-> é\ -> Witness w
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Main Theorem Proof Sketch

IA Extractor

Tree of accepting
IA transcripts

>, = Witness w
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Main Theorem Proof Sketch

IA Extractor

Tree of accepting

IA transcripts Extractgr

-> i l-/g i => Witness w
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Main Theorem Proof Sketch

IA Extractor

Tree of accepting

IA transcripts Extractgr

-> i -> l-/;A i => Witness w

Tree of accepting
PIOP transcripts
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Main Theorem Proof Sketch

IA Extractor

IA transcripts
P transformatlon Extractor

9@ mﬂ_ﬂaé

Tree of accepting
PIOP transcripts

= Witness w
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Constructing the Tree Transformation: Transcripts

&

transcriptlA - (C17 01y, C/M Q/u C/H—l7 (Zi7 f5i7 7T5,'),Q:1) )

tranSCfiPtmop — (fi.a 01y .-, f,u7 Q,LL) f[Hrl? (Zi? fg:)?:l)
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Constructing the Tree Transformation: Transcripts

15

transcript|A - (C17 O1,---, CM? QM? C/H—l7 (Zi7 fS,'; 7TS,'),Q:1) )

transcriptp|op - ( fi y 01y -+« f,u ) Q,ua f;H—l ) (Zi7 fg,)?—l)
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Recovering Polynomials from the Tree of Accepting Transcripts

Fix a commitment C and choose all places in the tree, where the
corresponding polynomial is queried.
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Recovering Polynomials from the Tree of Accepting Transcripts

Fix a commitment C and choose all places in the tree, where the
corresponding polynomial is queried.
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Recovering Polynomials from the Tree of Accepting Transcripts

We have (z;, E,ﬂj)le.
e What if z; = z; but f,;éf?
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e What if z; = z; but f,;éf?

® This means the underlying polynomial behind the commitment
is not a function.
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Recovering Polynomials from the Tree of Accepting Transcripts

We have (z;, E,ﬂj)le.
e What if z; = z; but f,;éf?

® This means the underlying polynomial behind the commitment
is not a function.

e Assume it is hard to find such a situation.
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Evaluation Binding

® It should be difficult for a probabilistic polynomial time adversary
A to find (C, z, fy, mo, f, m1) such that V accepts and fy # f.

R e
‘ \fo @ \fl

fo# fu

Kiilaots, Lipmaa, Parisella, Siim(UT) Special soundness of PIOPs April 27, 2026



Main Theorem
000000000000 0000000e0000000

Evaluation Binding

® It should be difficult for a probabilistic polynomial time adversary
A to find (C, z, fy, mo, f, m1) such that V accepts and fy # f.

R e
‘ \fo @ \fl

fo# fu

AA

e QOracle © 5 holds functions that give one output per input.
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Recovering Polynomials from the Tree of Accepting Transcripts

We have (z;, E,WJ—)}ZI and for all z; = z; it holds fi = fj thus we can
interpolate and get f « Interpolate((z;, E)}ZO).
o What if deg f > n?
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Degree Binding

® It should be difficult for a probabilistic polynomial time
adversary A to find (C, (z;, f; ,mi)E o) such that V accepts,
f < Interpolate(z;, f;, m;)k 0) and deg f > n.

W, W,

f« Interpolate i, fi)
degf>n
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Degree Binding

® It should be difficult for a probabilistic polynomial time
adversary A to find (C, (z;, f; ,mi)E o) such that V accepts,
f < Interpolate(z;, f;, m;)k 0) and deg f > n.

o
W, 0,

f« Interpolate i, fi)
degf>n

e Oracle ™ holds polynomials with degree up to n.
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Constructing the Tree Transformation

trar]S(:riptlA = (Cla O1,---, Cua Ous Cu—|—l7 (Zia fS;a 7T5,'),Q:1) )
transcript = (fl, 01, ..., fM, Ou, fu+1, (z,-, fS;a-)/Q:1) ,

transcriptp|op = (f17 015+, f,u7 Ous fu-l-l? (Zi7 f_:SI)IQ:]_)
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Constructing the Tree Transformation

trar]S(:riptlA = (Cla O1,---, Cua Ous Cu—|—l7 (Zia fS;a 7T5i)lQ:1) )
transcript = ( f f, fri1, (zi, F5)9
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Constructing the Tree Transformation

In conclusion, we do two main operations in the tree transformation:
® Replace commitments with interpolated polynomials. C — f
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Constructing the Tree Transformation

In conclusion, we do two main operations in the tree transformation:
® Replace commitments with interpolated polynomials. C — f
® Delete proofs. #;
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Main Theorem Proof Sketch
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IA transcripts
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Tree of accepting
PIOP transcripts

= Witness w
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Other Results from the Paper

We also considered the following

e What if the Polynomial Commitment Scheme had an interactive
opening and verification phase?
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Other Results from the Paper

We also considered the following

e What if the Polynomial Commitment Scheme had an interactive
opening and verification phase?

® There are other binding properties under which the theorem also
works. Interpolation Binding + Binding.

e \What are the relationships between all these binding notions?

e Binding properties of KZG Polynomial Commitment Scheme
and its optimizations.

See [KLPS26] for the details.
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Conclusion

e \We expanded the theoretical background behind Polynomial
Interactive Oracle Proofs and Polynomial Commitment

Schemes, and provided a new way of proving tight knowledge
soundness of SNARKGs.
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Conclusion

e \We expanded the theoretical background behind Polynomial
Interactive Oracle Proofs and Polynomial Commitment
Schemes, and provided a new way of proving tight knowledge
soundness of SNARKSs.

® Future questions:

® What about Polynomial Commitment Schemes that have an
interactive commitment phase?

® Do other Polynomial Commitment Schemes have Degree Binding and
under which assumptions?

e Can we do something similar with multilinear polynomials?

e Can we make a similar theory for stronger security notions like
simulation extractability and universal composability?
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Thank you for listening!
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Questions

Special Sound Degree Binding and

& -+ | Evaluation Binding
Y
Special Sound - Special Sound

Interactive Argument| = | Non-interactive Argument
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