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Reductions of knowledge

A reduction of knowledge [KP23] is a protocol that reduces the
knowledge of a witness of some instance of a relation to knowledge
of a witness to some instance of some other relation.

Let P denote the prover and V the verifier and let let G generate
the parameters.

Definition
Let R1 and R, be relations. Let I be a protocol where the

prover gets input (x,w) and the verifier gets x. Let the prover's
output be (x',w') and the verifier’s is x'.

Then I is a reduction of knowledge from Ry to R, if it satisfies
completeness, knowledge soundness and public reducibility defined
below.



Reductions of knowledge

1. Completeness: Given (x,w) € R, if both P and V follow the
protocol honestly then the verifier's output instance is equal to
the prover’s output instance and if the prover's output is
(x", w'), then (X', w’) € Ro.

2. Knowledge-soundness: The protocol I is knowledge sound
with knowledge error « if there exists an expected
polynomial-time extractor E such that for all instances x of
R1 and PPT P* which together with V outputs (y, u) € R»
with probability € > &, the extractor outputs an element w
such that (x, w) € Rq with probability at least ¢ — x.

3. Public reducibility: There exists a deterministic
polynomial-time function ¢ such that for any expected
polynomial time P*, given the public parameters pp, input
statement x, (y, u) < (P*, V) and the transcript of the
interaction (P*, V), ¢(pp, x,tr) = y.



Examples of RoK

Definition

Let R be a relation and let 1 denote the trivial relation where
every element is a witness to every instance. Then a proof of
knowledge is a reduction of knowledge from R to 1.

Definition

Let Race and Rcomp be relations. Then a folding scheme is a
reduction of knowledge from Rcc X Rcomp t0 Racc-

If in the above definition, there are multiple instances of R .. or
R comp. then we call the protocol a multi-folding scheme.



Folding schemes

R comp (v0, v0) (y1,v1)
Race (%0, wo) (x1,w1) (x2, W)
Time

Extraction



Ajtai commitments

Definition
Let Ry = Fy[X]/(X9 + 1) and m,n € N. Then the Ajtai
commitment scheme has the key generation algorithm

A + keyGen(m, n, B),

where A is a uniformly generated element of Mat,, (R4) and the

message space is {f € R | ||f[|c < B}.

The commitment algorithm is

comm(A, f) = Af.

The Ajtai commitment scheme is binding under the assumption
that MSISg g.m n28 is hard.



Linear relations
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Lattice based folding

e Modern lattice-based folding schemes (e.g. [BC26; BC25;
NS25]) use random linear combinations of Ajtai commitments.

e The problem is that this causes the witness-norm to grow.
This poses a problem in both the correctness direction and
extraction direction.

e |f we fold two statements and the norm becomes too big, we
might not get an instance-witness pair of the target relation

i.e. we lose correctness.

e If our witness is too big, Ajtai commitments can lose their
binding i.e. we lose extractability.



Lattice-based folding

e To solve norm-growth in the correctness direction, a
decomposition step is applied.

e To solve extractability, a shortness proof is applied to the
witness.

norm-check

/
Race = Riec fold

decomposition
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Cyclo

e Cyclo ignores norm-checks and decomposition on the
accumulation relation.

e |If the computation instance is preprocessed then we can also
ignore the decomposition step on the computation relation.

Race
fold
d onA — Racm
R ecomposition R/ norm-check R
comp comp comp
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Race
fold
— RaCCv

norm-check 17
Rcomp Rcomp
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Amortized norm-refreshing folding scheme

e The drawback of Cyclo is that there is a linear norm growth in
both extraction and correction.

e One solution is to form time-to-time refresh the norm with a
different lattice-based folding scheme such as Latticefold+.

7zcomp 7zcomp 7?fcomp

Racc 7?’QCC t Racc
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Range check

I : (((r)ietm), (bi)ictas ¥), W) € S0y = Silas

1. Prover defines f := MLE[cf(w)] € E,[X.....- X,_1] with £ = [log(m)].
Let tensor(-) € JF:L’ denote the multilinear evaluation tensor such that (tensor(z) cf(w)} =
MLE[cf(w)](z) for all z € Il":,f. We view tensor : E:,a — Fi” as the standard Boolean-ML extension
tensor.

2. The verifier samples 0 = (1o, M1, - ... Ne—1) + Fye and sets w(X) := eq(X:n).

3. Prover sets f(X) := [[/__,(f(X) — j) -w(X) equ [Xoy -y Xe_1)]-

4. The parties run sum-check over F e, reducing Zze{n 1} f(z) =0to f(u) 2 s, where u is the challenge

vector sampled by the \mlﬁcl and s € Fye m the clmmed leaf value sent by the prover.
B l’m\.’m sets = (u',w) € Ry for u' := cf,'(tensor(u)) and sends it to the verifier (here
cf ' (tensor(u)) € ‘Re so the inner product lies in Ry< ).

5. Verifier computes ¢ := Trace(f) € F,e and checks s = wiu) 'Hf:-b (t —j). By Lemma 1 (dual-basis trace),
Trace({cf, ' (tensor(u)), w)) = MLE[cf(w)](u). Since Trace(f) = MLE[cf(w)|(u) = f(u), the leaf check
equals f[u) =5

. Prover and verifier output: (((r:)ieqm, ((bi)icp ). (¥)) . W) € Sty 4
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Extension commitm

Extension commitment

et —lin
e + (((xe)iem), (bi)igin), ¥), W) € Z&. 0uy), e B = SR (®) e gy 0l immih

1. The |nme1 splits the witness: v* = (Wg,..., w;_,), where w; are such that ||w:]]~ < b for all i € [£] and
W= wib.
2. The prover sends the extended commitment t := Rv £ R:' to the verifier.
3. The verifier samples € + C'C and sets e := tensor(€) € Rye-
4. Let
(1) BT := (((25)°, (2B)", ... (2B)) @bl) e RICE™TTE vie [k,
(ii) = ((26)°% (2b),..., (26)" ") @ M, € RI*™E W i€ [k],
(iii) Mg := ((2b)°,(26),..., (20)5') @ A g Re¥mE
The prover and verifier output the augmented instance

(COPRRON|

for §7 := (t7. ya,. - -, Ya+k—1. (€, (Un,
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Full protocol

Folding !

e (((r)icp by) v) € EFI:U-\.’i,Jr('k“ Jat 1, logap 2B,8*
bDC - ’ ’ i’ ’ —lin L
(0 dierms (Bis i ¥5 ) W5) jer) € (SR, M) a0, B)

(M) iy 1)1 logay 28,8+ Liny

(35 bipres)s (B i) t5), vi) — HRE((((ei )i, (b6 )icm). ¥5), Wi)).
2. Prover and verifier compute for all j € [L]: [ see Fig. 1

(i 5)iersas (bEsdicin)s 5),v5) — I ((((rf5)icme1)s (b ;)icn)s 85):v5)) -
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protocol

E TS log w(2+k+L(2 k
3. Verifier samples d + ]]‘-L‘ e

4. Let 1 := mlogy, 2B and 17 := milogs, 2B for i € [k + 1]. Prover and verifier express linear equalities
concerning input relations as sum-check instances:
(a) 3,cqo.iylosa MLE M,vJ] z)eq(mirl;) =t api € [k+1]5E[L],
(b) 3 ,cq0.1ytes = MLE] M v](z)eq(z:iri) = yoryi, i€ [k+1],
(€) 3 cqoayosm MLEV]](z)eq(z: ;) =1 o pyqyi. i€ [n+1] 5 € (L],
() Tor oy o MLEIV](@)eq(z:b) = g1
Then, they batch the sum-check claims” with d and execute the sum-check pr Ul ocol (over
of Ry+) to reduce them to claims over a shared random point, ie., (((¥: Jiek) . ¥), v) €

Fyo NTT slots
in

R,(Mi)ic (41
and

(((Fs)iem). T, ¥5). v5) for j € [L).

The new evaluation claims ¥[a', [¥|] and ¥j[a’, |¥]|] (over Ry<) are sent to the verifier.
Verifier sends a short folding challenge s — DF.
6. Prover and verifier output:

F)icw B.F+ Y ¥ | v+ Y sV | € 30w, i lg )@ 1,0 B+ Ly
L Je[L]

where « is the expansion factor of the challenge set D.

“ Batching sum-check claims with different numbers of variables requires padding [unctions with fewer vari-
ables using unused auxiliary variables and later erasing the corresponding coordinates from the output
evaluation point
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From relations over fields to relations over rings

e In [NS25], an efficient way of embedding relations over fields

to relations over rings was found.

e In our works we give a more streamlined and algebraic
description of this result.
e Recall R, = Fy[X]/(X? + 1) and fix some positive integer k.
e Then we have the F;-module homomorphism
Ok : Rg = Fq by f(X)— f(k) mod q
e We can write any element ¢ € [F, uniquely as
c=cy+ cik+---+ c,k". Then writing
pe(X) = co+ aaX + - -+ c, X" gives us an element of R,.
e Using these mappings, we can go between relations over F, to

ones over Ry.
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Thanks!
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